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Parish Council Personal Data Audit Policy

Introduction

This Personal Data Audit Policy sets out how the Parish Council identifies, records,
stores, uses, shares, retains, and disposes of personal data in accordance with the
UK General Data Protection Regulation (UK GDPR) and the Data Protection Act
2018.

The purpose of this policy is to ensure that the Council:

Understands what personal data it holds

Knows where that data is stored

Ensures lawful bases for processing

Protects data appropriately

Deletes or archives data when no longer required
Provides accountability and transparency to residents

This policy applies to all staff, councillors, contractors, and volunteers who process
personal data on behalf of the Council.

Definition of Personal Data
Personal data is any information relating to an identified or identifiable individual.
Examples include: names, addresses, email addresses, telephone numbers, bank
details, photographs, and any combination of data that can identify a person.
Special Category Data includes data relating to: health, ethnicity, religion, biometric
data, criminal convictions, or political opinions. The Parish Council aims to minimise
or avoid holding such data unless strictly necessary.
Data Audit Overview
The Parish Council may hold personal data across the following categories:

« Electoral and Governance records

« Financial and Audit records
« Staffing and Personnel records
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Councillor records

Legal and Regulatory records
Property, Land, and Cemetery records

Website, IT, and CCTV data

Communication and Engagement records

Event, Activity, and Community Service records
Planning, Highways, and Environmental records

The following sections outline each category, what data may be held, the lawful
basis for processing, storage location, retention period, and any sharing

arrangements.

Detailed Data Categories and Audit
Governance and Democratic Services
Data Held

Contact details of councillors

Register of Interests

Declarations of acceptance

Attendance records

Minutes and agendas

Correspondence submitted to meetings

Lawful Basis

e Public Task
e Legal Obligation

Where Stored

o Council laptops/devices

o Clerk’s office files

« Online storage (secure council account)

e Council website (public documents)
Retention

e As per statutory requirements (typically permanent for official minutes)

Electors and Community Contact

Data Held

Complaints and service requests

Electoral role

Names and contact information of residents contacting the Council

Consultation responses (surveys, neighbourhood plans)
Mailing lists or email newsletters (opt-in only)



Lawful Basis

o Consent (for mailing lists)
e Public Task (responding to queries)

Storage

e Clerk’s email/account
o Secure digital folders

Retention

e As long as necessary to respond to the enquiry
« Newsletter sign-ups until consent withdrawn

Financial Records
Data Held

Supplier and contractor contact information
Bank details (payments received/issued)
Grant applications

Financial audit records

Expense claims

Invoices and receipts containing personal data

Lawful Basis

« Legal Obligation
« Contract

Storage

e Accounting software
o Clerk’s secure files
e Archived paper files

Retention
e Minimum 6 years (as per accounting legislation)
Employment and Personnel Records
Data Held
Employee personal information
Payroll and tax records
Contracts of employment

Recruitment data
Training records



e Appraisals and performance management
« Sickness, leave, emergency contact details

Lawful Basis
« Contract
e Legal Obligation
o Legitimate Interest
e Special Category: Employment obligations

Storage

o Secure digital folders with restricted access
o Locked filing cabinet (paper records)

Retention

o Personnel files: duration of employment + 6 years
e Recruitment records: 6-12 months

Councillor Records

Data Held
o Contact details
e Declarations, training certificates
o Email correspondence

Lawful Basis

e Public Task
e Legal Obligation

Storage

o Clerk’s secure systems
e Councillor email accounts

Retention

e Duration of term of office + 1 year
Cemetery, Churchyard, and Burial Records
Data Held
Burial registers
Plot ownership deeds

Next-of-kin contact information
Memorial permit applications



e Fees and payment records
Lawful Basis

e Legal Obligation
e Public Task

Storage

o Cemetery management system or registers
e Locked files

Retention

e Permanent (registers)
e Financial documents: 6 years

Property, Land, Allotment and Asset Management Records

Data Held
e Tenant or allotment holder contact details
e Tenancy agreements
e Waiting lists
o Asset inspection reports naming individuals
e Access permissions
Lawful Basis
e Contract
e Public Task
Storage

o Paper files
o Clerk’s secure digital storage

Retention

e Tenancy, licence, or agreement term + 6 years
Planning and Regulatory Records
Data Held

« Planning application correspondence

« Comments submitted by residents

« Enforcement enquiries (redacted where required)

Lawful Basis



e Public Task

Storage

e Clerk’s email and filing systems
e Council website for published comments (redacted)

Retention

e As long as planning process requires
« Historically may be kept permanently as part of the planning record

CCTV and ANPR cameras

Data Held
« Video footage of individuals in public spaces
o Time/date/location metadata
e Vehicle number plates

Lawful Basis

o Public Task
e Legitimate Interest

Storage

e Encrypted systems password protected
e Access restricted to the Clerk

Retention

o Typically 30—-60 days unless needed for an incident
Website and IT Systems
Data Held

o Website analytics (IP addresses, cookies)

« Contact form submissions

e Councillor profiles (public)

Lawful Basis

« Consent (cookies)
« Public Task (website content)

Storage

« Website backend



o Clerk’s secure email
Retention
e As long as necessary; analytics anonymised where possible

Events, Activities, and Community Services (working groups)

Data Held
« Event registration forms
o Emergency contact information
e Volunteer details
o Photographs or video (with consent)

Lawful Basis

« Consent
« Legitimate Interest (safety information)

Storage

e Secure event registration system
e Clerk’s email

Retention
o Until the event is completed + reasonable period (usually 6—12 months)
Data Sharing
The Parish Council may share personal data with:
External auditors
Principal authorities
HMRC and pension providers

Contractors working for the Council (under data processing agreements)
Law enforcement (when legally required)

Data will not be sold or shared for marketing purposes.
This list is not exhaustive
Data Security Measures

o Password-protected devices

o Encrypted storage where possible

Regular backups
Restricted access to sensitive files



e Councillor emails used only for council business (council owned tablets for
Clir council business use)
e Secure disposal of paper records (shredding)

Data Retention and Disposal

The Council retains data only for as long as necessary and then securely disposes of
it—either through shredding (paper) or permanent deletion (digital). A separate
Retention Schedule may accompany this policy.

Rights of Individuals
Residents have the right to:

Access their data

Correct inaccurate data

Request deletion (in some cases)
Object to processing

Lodge a complaint with the ICO

Requests shall be handled within statutory time limits.
Review of the Data Audit

This Data Audit Policy will be reviewed annually or whenever significant changes
occur in council operations or legal requirements.

Adopted: January 2026
Review date: January 2027



