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Parish Council Data Breach Policy

Purpose

This policy sets out how the Parish Council will respond to any actual or suspected
personal data breach. It ensures compliance with the UK General Data Protection
Regulation (UK GDPR) and the Data Protection Act 2018, protects the rights of
individuals, and minimises harm arising from data breaches.

Scope
This policy applies to:

« All councillors, employees, and volunteers acting on behalf of the Parish
Council.

o All personal data processed by the Parish Council, whether stored
electronically, on paper, or on portable devices.

Definition of a Data Breach
A personal data breach is any event that leads to:

Unauthorised access to personal data
Unauthorised disclosure

Loss or destruction

Alteration or corruption

Unavailability of data

Examples include:

Sending personal data to the wrong recipient

Lost or stolen laptops/USB drives

Accidental deletion of personal data

Hacking, malware, or other cyber incidents

Physical files being lost, damaged, or left unsecured

Responsibilities
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Data Protection Officer (DPO) — Parish Clerk
The Clerk acts as the Data Protection Officer and is responsible for coordinating
responses.

All Councillors, Staff, and Volunteers
Must report any suspected breach immediately to the Clerk.

The Parish Council
Is responsible for ensuring appropriate mitigation, notification, and review actions are
taken.

Identifying a Potential Breach
Any individual working with council data must report without delay if they:

Notice unusual system activity

Lose a device containing council data
Send or receive data in error

Suspect unlawful access or hacking
Discover data left in an insecure location

Reports should be made within 24 hours of discovery.
Reporting a Data Breach
Reports must be sent to the Clerk and include:

Description of what happened

Date and time discovered

Type of data involved

Number and nature of individuals affected
Any action already taken

The Clerk will record the incident in the Data Breach Log.
Assessing a Data Breach
Within 48 hours, the Clerk will assess:

What type of data is involved

Whether individuals are at risk of harm

Number of individuals affected

Likely consequences (e.g., identity theft, distress)
Whether the breach is ongoing

Whether the ICO must be notified

Notifying the Information Commissioner’s Office (ICO)

The Parish Council must notify the ICO within 72 hours if the breach poses a risk to
individuals’ rights and freedoms.



The notification must include:

Nature of the breach

Number and type of data subjects affected
Likely consequences

Measures taken or proposed

Contact details of the Clerk

If not reported within 72 hours, a written justification must be provided.
Notifying Individuals

If the breach is likely to result in a high risk (e.g., identity theft, financial loss,
significant personal distress), affected individuals must be notified as soon as
possible in clear and plain language.

Notifications must include:

What happened

What data is involved

Possible consequences

Actions individuals should take

Steps the council has taken to mitigate the impact
Contact details for support

Containment and Recovery
The Clerk will coordinate steps to:

Stop further loss or damage

Recover lost data where possible

Shut down compromised systems

Change passwords and access credentials

Inform relevant third-party processors or service providers
Notify council insurers if required

Investigating the Breach

An investigation will determine:

How and why the breach occurred
Whether policies were followed

Whether technical or organisational controls failed
Recommendations to prevent recurrence

A written report will be presented to the Parish Council.
Record Keeping

The Parish Council will maintain a Data Breach Log including:



Date and details of breach

Root cause

Assessment findings

Mitigation and actions taken

Whether the ICO or individuals were notified
Lessons learned

All breaches must be logged, regardless of severity.
Preventative Measures
The Parish Council will:

Maintain up-to-date data protection training

Use strong passwords and encrypted storage
Conduct regular reviews of data handling practices
Apply access controls to personal data

Ensure secure disposal of data

Audit third-party processors for compliance

Review of Policy

This policy will be reviewed annually or following a significant data breach, changes
to legislation, or changes in council operations.



